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The last couple of years have seen major change 
and upheaval in the way organisations and their 
employees work, and in turn the role of technology 
in supporting this has never been more important. 
While there was doubt at times as to whether 
certain changes might only be temporary in 
nature, it’s now become clear that hybrid working 
is very much here to stay. According to research 
earlier this year from the Chartered Institute of 
Management (CMI)1, 80 per cent of organisations 
have now adopted hybrid working – the highest 
such figure since the Covid-19 pandemic began, 
which indicates firms continue to see a need for 
such practices even as the world reopens.  

The reasons for this are numerous, but in the corporate 
sector there are significant benefits to implementing a hybrid 
approach as the concept of the office worker evolves. From a 
talent acquisition and retention perspective, talent pools have 
broadened with the option of being able to work remotely – at 
least for some of the time – and equally if such flexibility isn’t 
available then companies may lose out on the best talent to 
competitors. Likewise, even with such a policy in place, it is 
important that organisations ensure they’re putting the right 
technology into the hands of their employees to keep them 
connected, productive and ultimately happy that they are able 
to perform their role to its maximum regardless of location.

Introduction

Of course to enable this involves more than just 
the hardware given to employees – vital though 
that is – and transitioning to this hybrid approach 
has, and continues to be, a major project for 
corporate IT teams, often with many obstacles 
to overcome. Accordingly, almost two-thirds (65 
per cent) of IT decision-makers have benefitted 
from budget increases in the past 12 months.2 
Nowhere is this more evident than within the 
corporate environment, where the number rises to 
68 per cent within professional services, jumping 
further still to 76 per cent for IT leaders within the 
banking and financial services sector.

The question is then, on what and where are IT teams focusing 
their growing budgets? The reality is that even with more 
money to spend, those budgets are often having to stretch 
further in this hybrid era. The deployment and management 
of IT across an expanded surface area is naturally a greater 
challenge than it was previously, with technology playing 
perhaps the central role in enabling businesses to maximise 
productivity, ensure collaboration and connection between 
employees, and deliver everything within a watertight 
environment from a security perspective.

1 Chartered Institute of Management (CMI), 2022

2 Dynabook, The Hybrid Shift, 2021

Key priorities for IT investment

Remote IT support/assistance 50%

Cloud-based solutions 50%

Improve cybersecurity infrastructure 49%

Equip employees with devices 37%

Collaborative tools to facilitate better teamwork 36%

Virtual Private Network (VPN) capabilities 30%

Increasing  
budgets to cater  
 for change  

https://www.bbc.co.uk/news/business-60421056
https://uk.dynabook.com/generic/toshibytes-researchreport1-the-hybrid-shift/


Security front and centre   
  rin an evolving threat landscape  

It is the latter of these though which remains the 
top priority for many corporate IT teams, and 
understandably so. Security has always, and will 
remain, a major consideration for all manner of 
organisations – not only to protect confidential 
data but also to comply with GDPR and other 
regulations. While just under half of respondents 
to our research stated that investing in improving 
their cybersecurity infrastructure was a priority 
for the next 12 months, this jumped to 54 and 52 
per cent respectively within the key corporate 
sectors of financial services and professional 
services. Given these sectors handle vast 
amounts of highly sensitive information on a 
daily basis, it’s absolutely essential that they are 
doing everything possible to protect against 
cyber-attacks and data leaks.

The dual-threat of the shift to remote and hybrid working 
– which has vastly multiplied the potential surface area 
for attack – coupled with an evolving threat landscape 
in which cyber-gangs continue to up their game with 
increasingly advanced attacks, has created a dangerous 
environment for IT teams to navigate. 

For more regimented situations, we’re also seeing 
more and more organisations turn to a Virtual 
Desktop Infrastructure (VDI) for greater control, 
manageability and security to cater for remote 
employees. Within corporate environments, 
this is particularly useful within sectors which 
handle a significant amount of confidential 
and classified information, as well as for those 
operating a device rental or Desktop-as-a-Service 
model which requires quick and straightforward 
deployment. Such deployments are expected to 
grow at more than 20 per cent CAGR according to 
Global Market Insights – from $15 billion globally 
in 2021 to $55 billion by 2028.5 

In such circumstances, solutions like Dynabook Mobile Secure 
Client (DMSC) enable organisations to effortlessly create 
an efficient office-like experience in the hybrid era, while 
retaining full control of compliance and security. Supported 
by a number of leading VDI providers, DMSC fits seamlessly 
into existing VDI infrastructures and offers robust security 
for organisations operating within the most sensitive of 
environments. At the same time, from a customisation 
perspective it goes beyond the capabilities of traditional zero 
and thin client solutions without compromising on security, 
enabling end-users to benefit from the connectivity and 
accessibility controls they need to set the device to their 
own  working preferences. 

3 Sophos, The State of Ransomware, 2022

4 Trend Micro, Attacks from All Angles: 2021 Midyear Security Roundup, 2021

5 Global Market Insights, 2021

The rise   
  of VDI

According to Sophos’ State of Ransomware 2022 
report, two-thirds (66 per cent) of organisations were 
hit by a ransomware attack last year, almost double 
the 37 per cent in 2020. And according to Trend 
Micro, the banking industry suffered more than most, 
experiencing a 1,318 per cent year-on-year increase 
in ransomware attacks in the first half of 2021.4

66%

As such, it’s no surprise that purchasing decisions around 
security software have become more important for 
77 per cent of IT leaders compared to before the pandemic, 
in their efforts to create an ultra-secure infrastructure. 

Whether this goes towards securing the network, or the 
devices that sit within it, it’s clear every element of an 
IT infrastructure must offer a certain level of security even 
if it’s not its primary function. 

End-point protection is of course imperative. Ultimately 
a network is only as strong as its weakest point, and an 
organisation’s employees are often the easiest way of entry 
for an attacker. While security must permeate every aspect 
of the IT infrastructure, arming the workforce with robust 
devices is an essential first step – more so than ever in this 
hybrid world. Dynabook’s range of Intel-powered business 
devices are built with security front and centre, with a host of 
protective tools both inside and out. From biometric features 
like Windows Hello face authentication to our proprietary 
BIOS – built in-house with encrypted code that never leaves 
the Dynabook system – such devices provide peace of mind 
that the first line of defence is as strong as possible.

77%

https://assets.sophos.com/X24WTUEQ/at/4zpw59pnkpxxnhfhgj9bxgj9/sophos-state-of-ransomware-2022-wp.pdf
https://newsroom.trendmicro.com/2021-09-14-Attacks-Surge-in-1H-2021-as-Trend-Micro-Blocks-41-Billion-Cyber-Threats
https://www.gminsights.com/industry-analysis/virtual-desktop-infrastructure-vdi-market


Purchasing with    
      fforgreater consideration 

A constantly evolving    
     IT landscape

The need for agile, mobile working isn’t going 
away anytime soon. Even as we emerge from the 
pandemic, the expectations of employees have 
changed to the extent that for many businesses 
it is almost impossible to revert to a fixed office-
based approach to work. For the corporate 
world, like many other sectors, IT leaders 
require technologies that not only ensure their 
employees are happy and productive no matter 
their location, but also confirm the security 
of the organisation across an unprecedented 
number of potential access points. 

Gartner suggests that organisations should take a ‘human-
centric’ approach, asking employees what they need and 
where they can invest to drive high performance and intent 
to stay.6 There are certain core technologies that are required 
within any environment, such as laptops, but it’s also 
noteworthy that 62 per cent of IT leaders are now placing 
greater importance on purchasing decisions around device 
accessories since the pandemic, in tandem with the rise of 
remote and hybrid working. 

Beyond the hardware in their hands, cloud adoption is also 
now crucial to supporting a hybrid workforce. 

Beyond security, IT leaders do of course have 
other areas to address. For example, our 
research found that half of organisations are 
investing in enhancing remote IT support and 
assistance, looking to ensure the shift to hybrid 
working doesn’t result in increased downtime 
for the business. Likewise, it’s essential that 
productivity remains unhindered, with IT 
leaders prioritising cloud-based solutions 
(50 per cent) and collaborative tools (36 per 
cent) to help employees adapt, with the aim of 
delivering an office-like experience no matter 
the location. With so much to deliver, IT decision-
makers are today placing greater importance 
on technological purchases across their entire 
infrastructure – again, an indication that while 
budgets are on the rise, they don’t necessarily 
stretch far enough for organisations to take a 
blasé approach.

Nowhere is this more evident than when buying laptops, with 
almost three-quarters of ITDMs (74 per cent) putting more 
consideration into such purchases. With 47 per cent prioritising 
equipping employees with devices to improve remote 
productivity, it’s clear that organisations realise the value 
hardware brings in terms of ensuring mobility, connectivity 
and security all in one. With the right end-point devices, 
corporate IT teams can address multiple concerns at once. 

As we’ve discussed, devices which feature robust security 
tools are a must in this day and age, but that is just the first 
of a long list of requirements. With workers transitioning 
between home and the office, devices need to be lightweight 
with a slim, portable form factor. Similarly, the latest 12th Gen 
Intel® Core™ processors help to maximise productivity from 
any location by powering through business-intensive tasks, 
while it’s also important to ensure devices feature a host of 
connectivity options to ensure employees are connected and 
collaborative no matter what. Each business and employee 
may have its own specific device requirements, but with 
Dynabook’s most comprehensive and varied range ever, its 
business line-up ensures there is a device for every worker. 

Technologies for which purchasing decisions 
are regarded as more important now than 
before the pandemic

Laptops 74%

Device accessories 62%

Security software 77%

Collaboration tools 73%

Automation technology 60%

Cloud platforms 70%

Edge computing solutions 52%

Half (50 per cent) of IT leaders said that investment 
in cloud-based solutions is a priority in the next 
12 months, increasing to 61 per cent in the professional 
services sector. 

Such technologies are essential in bringing together 
dispersed workforces, for example through cloud-
based collaboration and communication tools, as well 
as to secure workers on the go wherever they may be. 
Meanwhile, we’re also seeing a considerable number of 
organisations turn towards emerging technologies such 
as automation tools (60 per cent), AI and machine learning 
(52 per cent) and edge computing (52 per cent) to deliver 
greater efficiency across their business.

What is clear is that the IT landscape is ever-evolving, and 
ITDMs will be instrumental in guiding their organisations 
through these transitions. A technologically savvy and 
digital-first approach can be the difference between 
success and failure, and it’s therefore imperative that 
businesses purchase and integrate the right technologies 
into their wider hybrid strategies to power their workforces 
in an increasingly globalised and connected world.  

50%

6 Gartner, Redesigning Work for the Hybrid World, 2021

https://www.gartner.com/en/documents/4001104
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